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Preface

Cognyte NowForce's advanced dispatch and response technology enables the integration of
critical data in real-time, to provide comprehensive situational awareness. The NowForce system
allows dispatchers, responders and third-party resources to share insights in real time for better
understanding and faster response to potential threats and active incidents. Utilizing live and
historical event data, coupled with GISmaps, responder positions, reporter inputs, and other
external source information, security teams can dispatch the closest, best equipped and most
appropriate personnel.

* Dispatch Features

Optimizes situational awareness, minimize incident response times and integrate robust
communications.

¢ Reporting Features

Creates a direct lifeline to your control center to ensure the safety and security of your assigned
population.

e Response Features

Enables rapid and accurate response with full situational awareness and interactive
communications.

The NowForce Customer Furnished Equipment GuideVendor-Supplied Equipment Guide,
provides the recommended hardware and software required to deploy a NowForce environment.

Other guides that might assist you in preparing your hardware and software specifications include
the Vendor-Supplied Equipment Guide.

About this Document

This document describes the NowForce database schema, their relationship, and their
representations in the NowForce MSSQL Server database. This document is intended for Bl
developers that have knowledge in relational databases.

This document is only relevant for on-premises single tenant installations.
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Documentation

* Download documentation from: https://partners.cognyte.com/.

* Send your questions or comments on the current document, or any other Cognyte/Symphia
user documentation, to our documentation feedback team at
documentationfeedback@cognyte.com.
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Contacting Cognyte Sales and Marketing

Cognyte is a global leader in security analytics software that empowers governments and
enterprises with Actionable Intelligence for a safer world. Our open software fuses, analyzes and
visualizes disparate data sets at scale to help security organizations find the needles in the
haystacks. Over 1,000 government and enterprise customers in more than100 countries rely on
Cognyte’s solutions to accelerate security investigations and connect the dots to successfully

identify, neutralize, and prevent threats to national security, business continuity and cyber
security.

To schedule an online demo today, contact us on:

* https://www.cognyte.com/contact/

* insidesales@cognyte.com

* +1866-639-8482
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Contacting Cognyte Service and Support

At Cognyte, we value our users and partners, and we strive to continuously improve the customer
service experience. Cognyte Smart Support™ ensures 24/7, on-demand service and support.
Enter support requests, access training and troubleshooting tips, initiate RMAs, check warranty

status, access resources, and more.

If you encounter any type of problem after reading this document, contact your local distributor or
Cognyte representative. For the main service and support page on the Cognyte web page, visit:

https://www.cognyte.com/contact

For immediate assistance, contact the support team:

Cognyte Support™ App

Contact Support

Android

Americas

Phone: +1-866-639-8482 or +1-303-254-
7005

Email: symphia.support@cognyte.com

CALA: Open 9:00 am to 5:00 pm (EST)
Monday to Friday

Canada/USA: Open 9:00 am to 5:00 pm
(Local Time) Monday to Friday

Europe, Middle
East, and Africa

Phone: +44 (0) 845-843-7333
Israel: +972 99624286

Email: symphia.support@cognyte.com

Open 8:00 am to 6:00 pm (GMT) Monday
to Friday

Asia/Pacific

India: (+91) 124 415 9500
Singapore: (+65) 6549 7769

Email: symphia.support@cognyte.com

Open 9:00 am to 5:00 pm Local Time
(Monday to Friday)
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Overview

Overview

Symphia NowForce uses an MSSQL Server database to aggregate operational data. Analysis
and visualization of the data using a third party Bl system, provides operational insights.

NowForce supports any Bl system that has the capability to connect to an SQL database and
query data from a relational database, such as Grafana, Microsoft Bl, Sisense, and Tableau.

Before you begin
* The NowForce database uses MSSQL Server version 2019.

* Bl systems require a dedicated read-only user to access the database.

* |fthe NowForce installation consists of a read-replica, we recommend that you connect the Bl
system to the read-only node.

* The database schema is complex. We therefore recommend using a few professional services
hours for an introduction to the system and an orientation to the database.

Caution
* |tis the customer's responsibility to make sure that the Bl queries do not affect the
system performance.

* NowForce is not responsible for any malfunctions due to changes in the database
schema, or any other configuration changes in the SQL Server.
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Database Schema

Database Schema

The NowForce database has a schema for the following entities:

¢ Users - Users include Administrators, Dispatchers, Responders, Reporters, APl Users, SOS
users and any other user that can log in to the NowForce Dispatcher API or mobile app.

¢ Incidents - Incidents schema includes data related to the incidents.

Note

Incidents must have a location represented as latitude/longitude coordinates (WGS84
decimal format). The coordinates can be a representation of an address (GeolLookup) or the
location of a POI used as the incident’s location.

* Forms - Forms schema includes data related to incident forms, templates, and values entered
by users.

* Assets - Assets schema includes any object or user associated to incidents, POls, Polygons,
and users, such as callers, contacts, documents, images, and videos.

* POI - The schema includes a list of POls and their location (latitude/longitude and address) and
their attributes.

The following topics describe the schemas which are commonly used in queries and dashboards:

User Schema Tables ...l 10
Incidents Schema Tables ... .. 13
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User Schema Tables

User Schema Tables

The tables included in the Users schema are as follows:

Note

In order to join tables in a query, you must include the Organizationld and the specific Foreign

Key. The Organizationld field exists in every table.

Table Primary Key Foreign Key Details
MobileUsers Combination of: Contains all users.
_ Each user hasa
MobileUserld username, contact
* Organizationld information such as
phone and email,
IPAddress, Port,
InstalledVersion,
LastSyncDate.
MobileUsersLocations | Locationld Contains historical
locations of users.
Locations are
stored for 14 days
by default, unless
configured
otherwise.
MobileUserAddresses | Combination of: MobileUserld Contains users
addresses.
* MobileUserld
* Organizationld
* MobileUserAddressld
MobileUserEmails Combination of: MobileUserld Contains users
emails.
* Organizationld
* MobileUserld
* Emailld
MobileUserPhones Combination of: MobileUserld Contains users

* Organizationld
* MobileUserld
* MobileUserPhoneld

phone numbers.
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Database Schema

Table Primary Key Foreign Key Details
MobileUserProfiles Combination of: * Profileld This table connects
: the user to a single
. ; * MobileUserld
Profileld profile, even
* Organizationld though it's a many-
* MobileUserld to-many table.
Profiles Combination of: This many-to-many
i relation table
Profileld connects the user's
* Organizationld permissions and
the license that the
user consumes.
ProfileLicenses Combination of: * Profileld This many-to-many
. lation table
. iati * LicenseTypeld re
Organizationld s between Profiles
* Profileld and Licenses
licenses each
profile consumes.
LicenseTypes LicenseTypeld This table contains
the list of licenses
for the entire
system.

The relationship between tables are displayed as follows:
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User Schema Tables

MobileUsersLocation

G Locationia ~
MaobileUserid
‘Crganizationkd
LocationTime
Latitude
Longtitude
Heading
leCell
Country
Gty
Street
HouseMumber
Areald
Sectorid
Acouracy
Spesd
Azimuth
‘CrganizationPolygonkd
Miszionkd
MizsionStatusType
MissionStatus
MizsionStatusFilter
LocationType
LocationSource
UpdateTime
Floor
k=Static

Key:

oC  Primary Key used in infinite relationships

FK Foreign Key

S? Primary Key

MobileUsers *

@ Mobilelsend "
@ Organizationid
UserName
MobileUserNumber
b .
Password MobileUserAddresses
Lname @ Mobilelserid FK A
Fname ? ‘Organizationid
Elname Q MebileUserAddressid
EFname Address
Ficturs Strest
Ehsil HouseMumber
IpAgdress City
Part Tin hd
PhoneMNumber
PhoneArezCode MobileUserEmails
PhoneMNumbsrPaa @ Organzatonid
Phonedrealodelds @ Mobiklzand FK
PhaneModeld @ Emsikd
PhoneCompanyld Emnail
PhoneSupplisrid IsPrimary
Statushd EnableMotifications
Installed\ersion
M mizStatus .
R MobileUserPhones
Gpslocationdd
@ Organizationkd
OrdinalNumber
@ Mobikliend FK
Areald
@ MobieUserPhaneid
ncDate
ety FhoneArszlods
AndroidToken
PhoneNumber
PushMethodid
IzPrimary
‘CommunicationProtocol
EnableMotifications
MobileAppid b

This table’s Primary Key is used

© 2022 Cognyte Software Ltd. All rights reserved worldwide.

MobileUserProfiles *
@ erofisid FK
@ Organizationid
@ Mobilelserd FK
Profiles
@ Profieid
@ Organizationkd
ProfileMame
UpdateTime
Profiebese
Active
tsDefault
UpdateBylUserD
Profileslicenses
@ Organizstonia
@ Profieid FK
? LicenseTypedd FK
]
;
LicenseTypes
? LicenseTypekd L
LicenzeTypeMame
LicenseTypekonPath
Licenzelavel
DefaultMumberCflicences
SortOrder v




Incidents Schema Tables

The tables included in the Incidents schema are as follows:

Note

In order to join tables in a query, you must include the Organizationld and the specific Foreign
Key. The Organizationld field exists in every table.

Table

Primary Key

Foreign
Key

Details

Missions

Combination of:

* Missionld

* Organizationld

MissionKindI
d

The main table includes the
information related to
incidents.

MissionsKinds

Combination of:

* Organizationld
* MissionKindld

Contains the incident types
and their properties. Incidents
must have an incident type.

DynamicMissionDetailsVal
ues

d

Missionld

Contains the latest data
entered in the incident’s form
by the end-user
(Dispatcher/Responder/Repor
ter). Revisions are stored in a
separate table.

MissionMobileUserStatuse
[

MMUSId

* Missionld
e Statusld

Contains all the mobile users
involved in the incident, from
dispatch to done, including all
the intermediate statuses such
as, No-go, En-Route, and On-
Scene.

MobileUserMissionsStatus
es

Statusld

Contains a description of the
statuses from the
MissionMobileUserStatuses
table.

MissionPoi

* POIld

* Missionld

This many-to-many relation
table connects incidents
(Missions) and the POls used
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Table Primary Key Foreign Details
Key
as the incident’s location.
POI Combination of: Contains all of the

° Id

* Organizationld

organization’s POls and their

attributes.

The relationships between database tables are displayed as follows:
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Missions ™ MissionsKinds

@ Missionid @ Organizationid A

? Crganizationid ? Missionindid
MizsionKindid FK MissionKindDesc
Areald DisplayingPricrity
Sectorkd LaunchingPriority
MizsionTime UpdateTime
Ciy konCodeld
Meighborhood Ensbled
Strest OoenfromClicnt s
House
Entrance MissionMobileUsersStatuses * MaobileUserMissionStatuses ™
Floor ? MMUSKE ~ ? Statuskd
Appartment Missionkd FK StatusDesc
Family Mobilelzerid DizplayOnhian
Age Statusid FK CanCallsdToMission
Description StatusTime kzActiveinMizsion
Comment R LaunchedSuccessfully
Cantzcterson Crganizationid DizplayOrder
ContactPhone ReportedBy : sNameDisplay
ContzctRemarks zManuslPracize DizplzyinManagebvant
Longtitude Locationid LanguageStringld
Latitude UszerETA DizplayinServer
RoadMumber Uritid W DrynamicStatus
RoadKM
feadhiame DynamicMissionDetailsValues *
IntersectionMumber ? " ~
Interzectionk Organzationid
IntersectionBefore WMizsionkd FK
RoadDirection Contrlvaiue
SiteCategory DynamicMizsionDetaitsid
Sitefres Updstord
SiteSector ! HistoryttemsCount
SiteMame UpdateTime
SiteMick
Sitelginingin — hd




POl + =o——< MissionPei * M":;:m“pmM

@ w ® - “ Contactiemarks

@ Organizationis Organizationid Longttuse
POIMumbsr Poild FK S
POINzme Missionid FK fosdNumber
PO omments Matez i —
Longitude < 2 RozdNams
Latituds InterzectionNumber
Tags Intersectionkh
leonCodeld IntersectionBefore
Mot RozdDirection
Roam SiteCategony
Fioar Sitedres
Building SiteSector
ehtzin SiteMame
CreztorDizpatch SiteMick
Targetlongitude Shteloiningin
Targetlatitude SteFlznk
Azimuth SiteFloor
Bearing SiteEntrance

Key:

@ This table’s Primary Key is used
¢ Primary Key used in infinite relationships

FK Foreign Key

S? Primary Key
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